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It used to be a mobile app
or smart watch was enough
to deliver remote patient care.

The cloud has allowed us to evolve past a mobile app to the
use of remote loT and the medical internet of things, which
allows us to do things like connect providers, payers and
patients via chat from home devices, monitor a patient’s
glucose levels in real time and alert them or their caregivers
on their phones if action is needed, or understand rhythms
of the heart with remote heart monitoring devices.

Some innovative companies are even using Al for sentiment
analysis to detect significant changes in facial expression that
denote depression and can send messages to the provider to
alert them to reach out to the patient and explore whether
the proper medication plan is in place.

In this eBook, we'll take a look at the anatomy of Remote |oT,
because sometimes the simpler technology seems on the
user side of the interface, the more complex the back end is.

IN THIS eBOOK

v The complexity and risks associated with today's
Remote loT

v Why ensuring privacy, security and compliance is
baked in on an ongoing basis

+ How best practices, automation and tooling can
reduce security and compliance risk in Remote loT



What a year in
healthcare news!
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Covid-19 changed everything. \We saw providers
and payers forced to pivot on a moment’s notice to
chat functionality and video conferencing on multiple
devices. A surge in remote health monitoring also
occurred. Payers and providers were forced to meet the
patients where the patients were—in their homes—to
reduce the spread of the virus.

In the wave of new telehealth, new privacy, security and
compliance questions came into play.

The Office for Civil Rights (OCR) eased some HIPAA
restrictions and declared they would not impose
penalties for noncompliance against providers during
the COVID-19 pandemic if they leveraged telehealth
platforms—even if they may not comply with the privacy
or security rules. For the first time in history, healthcare
providers we allowed to use popular apps to deliver
telehealth care. Apple FaceTime, Facebook Messenger,
Google Hangouts, Zoom, Skype, and other similar
services were no longer restricted by HIPAA rules.

Did these COVID-induced changes mean we're no
longer required to enforce the same protections on
patient privacy as we did pre-pandemic?

No is the short answer. This does not mean safety and
compliance are the most recent victims of this sweeping
virus. HIPAA has in no way been weakened by this
decision, and still applies to everything that provider
or a payer or medical device company does with the
information they get from that patient.

As expected, the bad guys don't take a break when we
are under attack fromavirus. They seeit as a vulnerability
they can exploit, and have been targeting healthcare as
never before. With so many rushing to the cloud and to
mobile and remote loT, the vulnerabilities and security by
design best practices were often overlooked, potentially
leaving your organization vulnerable to attack.
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™  What a 9,000% Increase in Telehealth Use
Tells Us about HIPAA

W  TeleHealth, Remote Communications,
and HIPAA

JUL27  MORE ON MEDICAL DEVICES

Proper implementation of chatbots in
healthcare requires diligence

Chatbots can either enhance the value of patient communications

or cause confusion or even harm.

e Jeff Lagasse, Associate Editor

Senators 1-:.;i|-:k two telehealth policy
changes that should stay

During a Monday hearing, the Senate Committee on Health,
Education, Labor and Pensions discussed which changes to telehealth
coverage made during the Covid-19 pandemic should stay.

Global Edition Cloud Computing

~ Hasty rush to cloud hosting
during COVID-19 crisis could
set stage for 'cyberpandemic'

The speed and scale at which healthcare orgs have had to
embrace cloud hosting, often without proper due diligence,
could lead to lasting risks and vulnerabilities for a much
bigger attack surface, according to new report from security

vendor Vectra.

Healthcare ITNews ' ’

By Mike Miliard | june 30,2020 | 01:47 PM
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Europe/UK Pationt Engagement

COVID-19 has accelerated
adoption of non-contact patient
monitoring technology, says
Frost & Sullivan analysis

Report predicts shift away from wearables to video analytics

and mobile platforms.

FOR IMMEDIATE RELEASE
March 17, 2020

By Tammy Lovell | May 2
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OCR Announces Notification of Enforcement
Discretion for Telehealth Remote Communications
During the COVID-19 Nationwide Public Health
Emergency

Tosiay, the Office far Civil Rights (DCR) a1 the LS Deganment of Health and Human Services (HHS)
announced, effective immediately, that it will exercise its enforcernent discretion and wil waive palential

panalties for HIPAA violtions against health care providers that serve patients Ihrough everyday.
communications technologies during the COVID-18 natiorwide pulic health emergency.

This exercise of discretion applies to widely available communications apps, such as FacaTime o
when usad in good faith for any telehealih treaiment or diagnostic pursose, regandiess of
wihethar tna telahealth servica s direcy relaled o GOVIG-18.

In suppart of tnis action. (R will be praviding furher quidgance explaining how covered health care
providens can use remate video commurication products and offer telenesih 1o patlents responsibly.


https://www.cleardata.com/blog/telehealth-hipaa-covid-19/
https://www.cleardata.com/blog/telehealth-hipaa-covid-19/
https://www.cleardata.com/blog/telehealth-remote-communications-hipaa/
https://www.cleardata.com/blog/telehealth-remote-communications-hipaa/
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A Legion of Bugs Puts Hundreds of
Millions of loT Devices at Risk

Z,. SAN DIEGO

Data Shows Cell Phones Are Being
Stolen at Alarming Rate

ChannelPraNetwork

Mobile Device Security: Startling
Statistics on Data Loss and Data
Breaches

sk Of course, her name isn't really
Thelma. We protect patient privacy.

This woman is a model. You get the idea.

Meet Thelma*...

Being prudent and cautious, Thelma knows that her age places her in a higher-risk demographic. She uses her phone for

telehealth visits when she doesn't need to see a provider in person. Unfortunately for Thelma, she unknowingly faces a risky
landscape brought on by software bugs, bad or no security patches, and device loss or theft.

To further complicate matters, while Thelma thinks she is having a linear one-on-one conversation with her provider, her
data is on a much more complex journey...
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Mapping Healthcare Data — TheDataMap.org — A Harvard University Project
A single interaction between a doctor and patient can send patient data hundreds of
directions, and the data sprawl is only getting worse with remote and mobile devices.


https://thedatamap.org
https://www.wired.com/story/ripple20-iot-vulnerabilities/
https://www.wired.com/story/ripple20-iot-vulnerabilities/
https://www.nbcsandiego.com/news/local/data-shows-cell-phones-are-being-stolen-at-alarming-rate/146918/
https://www.nbcsandiego.com/news/local/data-shows-cell-phones-are-being-stolen-at-alarming-rate/146918/
https://www.channelpronetwork.com/article/mobile-device-security-startling-statistics-data-loss-and-data-breaches
https://www.channelpronetwork.com/article/mobile-device-security-startling-statistics-data-loss-and-data-breaches
https://www.channelpronetwork.com/article/mobile-device-security-startling-statistics-data-loss-and-data-breaches

HIPAA Eligible v.

The Difference Has Big Implications

The public clouds are doing a wonderful job of deploying hundreds of new

services every month, and many of these are being made HIPAA eligible.

HIPAA eligible means the service can be configured to be used within
HIPAA compliance regulations, but it isn't automatically HIPAA compliant
— you must know how to configure your environment for compliance and
keep it that way. Just because a cloud has provided the building block
doesn’t mean the block is in the right place. And the concerns are not just

at deployment, you have to maintain HIPAA compliance.

Healthcare and cloud expertise are vital. Your developer is probably not
familiar with the complicated regulatory framework of healthcare, nor
may that developer know how to translate HIPAA regulations into the
necessary automated safeguards and technical controls that will keep your

organization off the OCR’s breach portal listing.
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The Anatomy of Remote loT in the Cloud

D This reference architecture shows how data

107 VPC . .
moves from devices on the left side, where

@ ::':::i patients and payers engage, through a complex
_ ecosystem of cloud technologies. AWS is shown
'i:iff”\’ ﬁ as an example, but all three major clouds have
Lol Amazon EC2|  Amazon 53 similar—but distinct—anatomies. Each stop

Core

through this ecosystem presents security risks.

. 5 @
P = Remember Thelma? — She may use Amazon

AWS loT Amazon EC2 i Machine . . . .
Core Dynamo Learning Chime to consult with her doctor in Phoenix from
Services
"i}\ T the comfort of her home in South Dakota. But
o e what’s going on behind the scenes?

Core

Consider the use cases on the left side.

A4 Supporting each of those in the cloud is
el AR complicated and if not done correctly, your
— organization is prone to risk. And so is Thelma.
loT thing E Your organization must be concerned with
generic AN Amazc i protecting Thelma as her PHI makes this journey.

What was once science fiction is now reality, but there are serious security considerations
in each of these steps. How does one mitigate security risks in this instance?

As a developer, you start with From there your cloud certified Looking at sentiment analysis, the Finally, that info can flow back
an application called AWS loT solution architect (or your third information can be pushed into a to the provider, using Amazon
Core, which allows connection party partner if you don’t have Dynamo DB table, a Database as Simple Notification Service (SNS).

to literally billions of devices that an architect on your staff) could a Service from Amazon, and then Thelma’s doctor can look at her
can pull information and push it configure AWS Lambda, which pushed into a machine learning sentiment analysis and realize she
through a data pipe called allows you to send commands to service, in the Amazon world, may be having a challenge with
Amazon Kinesis. a remote machine. called Sagemaker. her medication, and personally
reach out to see how she’s doing.




The Same loT Anatomy

With HIPAA Security Protocols in Place st ke

Server-Side Encryption
Monitor API Calls

w/CloudTrail
. AWS Cloud 2
lor Multiple Availability Zones VPC Block Public Access | Permission Boundaries
Security Groups & ACLs Bucket Policies | ACLs | Service Control Policies
IAM - Least Privilege - Private Enable Versioning | Encryption | Object Lock

IAM Roles subnet Server Access Logging | Use Macie (find PHI)

% Consider Flow Logging
Amazon Chime Mﬁw

AWS loT Amazon EC2 Amazon S3

AWS KMS
Encrypt Instance Storage
Traffic Encryption
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o
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Use VPC Endpoints

Alexa @ e N
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Core Learning
T Services
IAM Roles
AWS loT AWS Lambda IAM Policies
Core Encrypt at rest
I;mote k
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IAM Roles
Core
-
A il
 —
loT thing p— Keep Topics Private
generic opIc Encrypt Traffic Amazon SNS
o
WHAT'’S HAPPENING IN THIS DIAGRAM? If this looks complex, it's because it is. Cloud data security is not as simple
as cobbling together the services — you must do it in a way that that adheres
v Secure ingress to privately v Audit logging enabled to HIPAA as well as standard frameworks for security such as the HITRUST
connect multiple VPCs Common Security Framework or the NIST Cybersecurity Framework.
v Encrypt data at rest
+  Block public access This is crucial for an agile development lifecycle — get the technology out

v Identity management with roles there quickly and use CI/CD (continuous integration, continuous deployment)

v Encrypt each bucket and access/policies for each to push updates, with no room for mistakes that could result in a breach.



The ClearDATA Cycle of Innovation

We Help You Transform and Innovate in a Secure, Compliant Cloud

At ClearDATA we are HITRUST certified and healthcare exclusive, and because 2. We ensure security and compliance from Day 1 for the life of the app,
of that focus and expertise we bring our customers peace of mind knowing we and automatically remediate if you drift out of compliance.
are the leaders in providing security, privacy and compliance in the public cloud.
. . . . . 3. We demonstrate your compliance posture for you via our SaaS solution
Among the things we provide to give our customers peace of mind are:
and dashboards backed by expert managed and professional services, so
1. We have turned those HIPAA eligible services into HIPAA compliant you know you are safe 24/7.

configured services so you can accelerate your business and scale.

REMEDIATE

Eliminate manual, fragile
processes, automate cloud, /\ \/
security & compliance ;

Continuous Privacy, Security,
Compliance automated
evaluation & remediation

INNOVATE

Focus on your application to
improve patient outcomes while
ClearDATA keeps you safe and

. secure ;
ACCELERATE / DEMONSTRATE
[, G T
Scale in the cloud faster isualize your compliance status
with healthcare & IT and gain insight into where PHI
expertise from flows throughout your
ClearDATA application

Your Application
in the Cloud



Develop BO|C||Y. We interpret regulations so you don't have to.

ClearDATA has done the heavy lifting for you. \We understand how regulations, both old and new, apply to the latest cloud
technologies, connecting the dots between regulations like HIPAA and GDPR, standards organizations like NIST and 1SO, and
more than 230 controls across Azure, AWS and GCP. ClearDATA provides hardened images based upon CIS benchmarks —
patched nightly and released monthly. This mapping architecture works in real-time and lets you know immediately if any
aspect of your environment is out of compliance.
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Customer

Applicati
(& ClearDATA Comply™ ppication
Regulatory
Standards &
Certifications
ClearDATA interprets standards
and certifications, and creates ClearDATA Cloud Service n
= Automated Safeguards that protect Automated Safeguards
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— HITRUST Control © Technical Control E
ISO 27001 aWS D GoogleCloud /A Azure
Technical Control F / Customer application development teams can provision
1SO 27001 ¢ services from the cloud provider of their choice, or opt
Ei— Annex A guidelines for a multi-cloud solution.
;__ Technical Control G
?T_J ° ClearDATA Automated Safeguards check each

GxP

service against specific controls and allow properly

70 + 230 + configured services to be deployed.

CLOUD TECHNICAL o If Comply detects a problem at provisioning
SRy CORAROL or in-flight, the service is either remediated,
terminated, or never enabled.




% ClearDATA Comply™ M@ Dashboard

Search by name, keyword or account number

AWS ACCOUNT £ 123456789012

qwe Amazon Account 1 Friendly Name

Q, Evaluations in the last 24 hours Compute

225

@ Active Safeguards 16 T Identity & Access Management

v/ Remediations (2245 )

lorem ipsum dolor sit amet.
psu met an

orem ipsum dolor sit amet an.

ew All Remediations [

Amazon Account 1
Friendly Name
ACCT. #:123456789012

2 % =

10 @ Data Protection

A Alerts
A s3
d account lorem ipsum dolor sit a...

View All Alerts

Comply Dashboard Features

—— Automated Safeguards
Technical controls automatically
configured to keep PHI/PII secure,
compliant, and protected

—— Evaluations

Triggered by a creation
or change event to assess
your compliance status

t Alerts from the Past 24 Hours
Filter or search by severity, date range, etc.
Alerts are events that may require attention
or action. Severity is based on CIS guidelines

L Real-Time Remediation

See what resources were
remediated and when

Sortby
Date Added

Summary Report

Han Solo

<+ ADD NEW ACCOUNT

6 Edit Regions

ClearDATA
Comply™

Your window into the
security and compliance
status of your cloud
environment

Overall Compliance

84.5%

Add New Accounts
On Your Own

Compliance Reports
View auditable reports
view Al Reports [

across multiple accounts,
projects and subscriptions

Amazon Account 6
Friendly Name
ACCT. #: 999654321044

% % B

Number of Number of Shortcut to
remediations alerts in the reports for
in the past 24 past 24 hours this account

hours



Comply Software Only

== Deploy Comply to enforce compliance and access
dashboards, audit reports, as well as ClearDATA Hardened
Images, while managing your own environment and BAA.

with Comply

Comply + Managed Services

Our certified cloud experts work with your team to manage
security as your cloud journey expands and scales. As a
trusted advisor, we can also help with custom architectures,
cloud environment optimization, and international
deployment of apps that handle sensitive data, maintaining
compliance within global privacy frameworks.

'@) Professional Services

w ‘?m ClearDATA can help you accelerate your cloud journey for
even your most sensitive data sets through our healthcare
IT consulting and professional services. Develop your cloud
strategy based on a culture of compliance from the very
beginning with ClearDATA experts, and know that sensitive
GoClearonTA healthcare data is safe, secure, and compliant.

What else does ClearDATA offer?

WS 2 GoogeCloud /A Azure

Comply is part of our complete solution called The ClearDATA Healthcare Security and
Compliance Platform™— our comprehensive answer to securing sensitive data in the cloud.
Learn more about the ClearDATA Platform Built exclusively for healthcare by cloud experts, our platform not only keeps your sensitive data
safe, but unlocks the tremendous, untapped value of data analysis and usage.



https://www.cleardata.com/multi-cloud-platform/
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WE ARE
HEALTHCARE-FOCUSED

ClearDATA was conceived and designed from the ground
up to serve the mission-critical system needs and regulatory
requirements of healthcare organizations. Our founders
drew upon their own experience, as well as that of the top
engineers, systems architects, and visionaries from the
healthcare IT and cloud computing industries, to create the
most robust, secure, reliable, and HIPAA-compliant cloud

computing solution in the industry.

As a HITRUST certified organization and the market leader
for healthcare cloud computing and information security
services for providers, life sciences, payers, and healthcare
technology organizations, our solutions enable our customers
to fully automate, protect, and securely manage healthcare

applications, data, and IT infrastructure in the cloud.

Learn how ClearDATA can help
accelerate your cloud strategy

Schedule a Live Demo

of ClearDATA’s Solutions

or call us directly at (833) 99-CLEAR


https://www.cleardata.com/request-demo/

