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Cloud providers 
innovate, and 
those innovations 
enable 
organizations like 
yours to develop 
new approaches 
and accomplish 
new goals. 

Introduction 

Healthcare organizations are under pressure to 
transform. They feel compelled to support their 
partners and customers with new digital services, 
but often struggle to know where to begin. 

Whether your organization is a provider, payer, or in healthcare 
technology, the basic problems are the same: you need a new 
way to innovate and analyze data at speed while improving 
customer satisfaction rapidly and without losing focus on  
overall value.

Solving these challenges isn’t easy, but new technologies can 
help unlock new business possibilities, enable new forms of 
service delivery, and improve user satisfaction. For example, 
years ago, healthcare organizations started exploring the cloud 
as a source of new technologies to address their needs. Cloud 
platforms—whether Amazon, Microsoft, or Google—are now 
part of the IT status quo for many healthcare organizations. 
Your organization may rely on cloud for storage, back office 
workloads, analytics, or even for customer facing applications. 

But as technology evolves, new opportunities emerge. Cloud 
providers innovate, and those innovations enable organizations 
like yours to develop new approaches and accomplish new 
goals. So far cloud has delivered on its promises of simplicity, 
versatility, and value. Increasingly it’s also been proven in 
healthcare settings to be a safe, secure, and viable foundation for 
a regulation compliant IT infrastructure.
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Kubernetes is the 
leading platform 
for managing 
and orchestrating 
containerized 
workloads and 
services.

One of these innovations is Kubernetes, the leading platform 
for managing and orchestrating containerized workloads and 
services. Since Google open-sourced Kubernetes in 2015, it’s 
become the de facto standard for containerized application 
development and deployment because it combines ease of use 
with flexibility. It has rapidly evolved to become an exciting and 
compelling technology for leading-edge organizations of all kinds 
that seek to bring new capabilities to market. Kubernetes allows 
organizations to:

• Deploy applications quickly and predictably

• Scale applications on the fly

• Roll out new features seamlessly

• Limit hardware usage to required resources only.

With these capabilities, it is easy to see why so many 
organizations are attracted to Kubernetes. 

On the surface, Kubernetes looks very different than traditional 
approaches. Kubernetes might be easy to download and test, but 
it’s not necessarily clear how to use Kubernetes for production 
workloads in a highly regulated environment. Not all security 
and compliance experts have caught up with the technology, 
even though compliance with containers is essentially the 
same as compliance with virtual machines. Simply because 
container technology is new, it can be difficult for a healthcare 
entity to understand the implications and potential risks of using 
containerized applications with Kubernetes without specialist 
knowledge. Some healthcare organizations are successfully 
using Kubernetes for production environments today by taking 
advantage of the insights and knowledge of specialist healthcare 
technology partners like ClearDATA.

To help your organization evaluate the pros and cons of 
Kubernetes, this paper, built on ClearDATA’s practical, real-
world experience in architecting, deploying, and maintaining 
Kubernetes clusters in healthcare settings, explores:
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• The trends and challenges of using Kubernetes 

• Solution dimensions of using Google Kubernetes Engine 
(GKE), which runs within the Google Cloud Platform (GCP)

• Four elements of a fully compliant Kubernetes solution.

Using Kubernetes for containerized applications delivers benefits 
other approaches can’t match. This paper will help your IT and 
business decision-makers chart a course to better business 
outcomes.

Trends & Challenges

Three opportunities are driving interest in Kubernetes among 
healthcare organizations: the need for greater development 
agility, the emergence of improved higher order cloud services, 
and the possibilities of improving visibility for compliance and 
security teams.

Existing technologies often don’t offer the agility organizations 
need in an ever-changing world. Everyone wants to go faster, 
fail in controlled, limited ways, and innovate more quickly 
than the competition. Most healthcare organizations are being 
pressured to be more customer oriented and focused. The days 
of an insurer being opaque to its customers are gone. Instead, 
healthcare organizations that support and assist their patients 
and policy holders in new ways are the ones that will succeed. 
By enabling accelerated application development, testing, 
and quality assurance, Kubernetes is seen by leading-edge 
healthcare organizations as a critical enabling technology that 
boosts agility.

Increasingly, smart healthcare IT decision-makers see the 
value of a multi-cloud world, where choosing different 
technologies for different needs makes sense. For example, 
different workloads demand different data storage systems – 
some applications demand a relational database, others object 
storage. A correct choice of technology must be informed by 

Three opportunities 
are driving interest in 
Kubernetes: 

1. Need for greater 
development agility

2. Emergence of improved 
higher order cloud 
services

3. Possibilities of 
improving visibility 
for compliance and 
security teams.
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technical demands. This applies to cloud providers as much as 
storage systems. The different cloud providers are expanding 
into specific, higher order services. This is leading organizations 
to choose among cloud providers – often choosing a multi-cloud 
approach to gain specific technologies for specific workloads – 
as their technical requirements dictate. Since Kubernetes runs 
on all the major clouds, it can provide a common development 
platform for organizations to run applications. The value here 
isn’t application portability, but instead having a common 
framework on which to build applications. 

In healthcare, all technology choices require an assessment 
of the need to address ever-present regulatory pressures 
against the need to innovate. Luckily, HITRUST – a prescriptive 
set of controls that help organizations meet the requirements 
of multiple regulations and standards, including HIPAA – is an 
evolutionary risk management framework that has progressed 
to include cloud and is now advancing to include containers, 
thus helping to ensure sensitive data is protected. By providing a 
secure framework for data protection, containerized applications 
and Kubernetes have the potential to enable organizations to 
stay safe while giving patients and/or policy holders greater 
access to their information. Leveraging value added security and 
compliance technology like ClearDATA’s Automated Safeguards 
with Kubernetes, healthcare entities can realize that potential 
by bringing game changing patient and policy holder services to 
market quickly without compromising compliance.

For a concrete example of the promise these trends hold, 
consider diseases such as Alzheimer’s, ALS or Huntington’s. With 
no current cure, the best option for patients and their doctors 
lies in early detection to slow down the disease’s progression. 
The key to getting in front of a diagnosis is a growing field 
called predictive medicine, and this is where the power of ML 
can a make life-altering difference. The ability to quickly — but 
securely — analyze large numbers of electronic health records 
can provide insights into the patterns and trends that lead to 
identifying a disease earlier. Treatment can be started earlier, and 
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Automated Safeguards 
Keep You Compliant 

ClearDATA helps you innovate 
at scale while also alleviating 
the risk of non-compliance. 
By building and deploying 
safeguards and guardrails 
within your infrastructure 
that meet various regulatory 
framework requirements, 
we can help you ensure that 
compliance is not sacrificed as 
you develop new applications or 
workloads.

Based upon ClearDATA’s 
interpretation of specific 
government regulations, they 
define and deploy guardrails 
within your cloud environment. 
ClearDATA then automates 
those guardrails, called 
Automated Safeguards, which 
gives you native access to 
the cloud while ensuring you 
stay compliant. Automated 
Safeguards keep you and 
your team in an ideal state of 
compliance, proven by the sign 
of a green check that is directly 
mapped to the corresponding 
regulation in ClearDATA’s 
Compliance Dashboard.

ClearDATA offers Automated 
Safeguards support across 
Google Cloud Platform for:

• BigQuery

• Cloud Pub/Sub

• Cloud SQL

• Cloud Storage

• Compute Engine

• Kubernetes (GKE)
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with concrete proof via data that their science is sound, organizations that are researching diseases 
like these can secure more support and better funding — leading to even better patient care by policy 
holders. The knowledge provided by the analytics process can also be used to create databases or 
apps that empower patients and their families to better understand their condition, and play an active 
role in their maintaining their health.

Clarifying Containerization Opportunities

Though containerized applications offer great potential for healthcare organizations, it’s important 
to have an accurate picture of the actual benefits and opportunities. Misconceptions held by many 
IT leaders can color the evaluation process, may impede progress, and can contribute to buyers’ 
remorse. Having the most accurate information available means achieving the most favorable 
outcomes in your decision-making process.

Clarification 1: Containers are secure.

Many IT leaders worry that containers, since they’re relatively new, can’t leverage existing 
security expertise, won’t work with change control processes, or will need new security 
processes — and therefore come with additional costs and complexity. However, 
ClearDATA and their customers have been using containers for PHI processing for several 
years, and have proven that containers can be part of a secure environment. In fact, 
containers even help many healthcare organizations avoid traditional security challenges. 
Each time a new version of an application is deployed, the existing container cluster is 
destroyed, and new nodes and clusters are redeployed. This eliminates the need for system 
administrators to constantly monitor operating system updates, run security patches and 
scan for long-standing malware on the underlying infrastructure.

1
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Clarification 3: The strength of Kubernetes is primarily as a common framework, 
not as a cross-platform cloud layer.

While Kubernetes is useful as a common framework for developers to build upon across 
different providers, ClearDATA observes that very few organizations are going to move 
containerized workloads between cloud providers on the back of Kubernetes. This is an 
important distinction. A common framework improves developer and operator productivity, 
both of which directly improve application operation and delivery. In the case of 
Kubernetes, this provides several advantages. First, it allows users to provision for ramping 
applications up or down on demand — which entirely eliminates the need for manual IT 
intervention. Instead of focusing on implementing and maintaining applications, users can 
concentrate on how they want the applications to run.

In addition, containerization provides exceptional continuity. When applications need 
to be updated, users simply clone the old container but create a new ID tag for it. The 
old container is shut off immediately, but kept handy for reference or rollbacks. This 
process eliminates system downtime during changes — a major pain point for health care 
organizations. Finally, Kubernetes is a self-remedying environment. It takes action to not 
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Clarification 2: The real ROI from containerizing applications on 
Kubernetes comes from improving delivery performance, not from cutting 
infrastructure costs.

The key to driving a successful containerization strategy is to understand that ROI comes 
from improving engineering delivery performance. Containers are an agility-enabling 
technology that allow for delivering innovation at scale, while accelerating time to value. 
With Kubernetes, users can dynamically deploy new containers on demand, as opposed 
to spending months negotiating and deploying the resources needed to launch a new 
application or expand an existing one. Deploying a new container shuts off the old one 
without any downtime, and security and compliance rules can even be preloaded, so no 
post-deployment configuration is needed. Finally, containers are incredibly lightweight 
compared to individual VMs, also resulting in cost savings. 

2
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Clarification 4: Kubernetes is both easier and more complicated than it looks. 

While it’s relatively easy to deploy Kubernetes, it’s not as easy to do it at scale, and it’s even 
more complex to apply existing security and compliance approaches. Most healthcare 
organizations lack expertise around containerization and Kubernetes, yet the prospect of 
adding new skill sets can be daunting. That’s where an organization like ClearDATA can 
help. By choosing to utilize our expertise in both Kubernetes and the Healthcare industry, 
you can leverage our technical skills, let us apply best practices, and speed up the shift to 
containerized applications while mitigating your risk and ensuring clarity, transparency  
and value.

4

only ensure that the current state matches the desired state, but that it stays that way 
over time. If an application replica becomes faulty, Kubernetes automatically replaces it 
and transfers it to a new container, while the faulty continuer is neutralized. Patient care 
and productivity are positively impacted when IT resources are not diverted by the time-
consuming task of dealing with application failure.

With all those strengths, why is Kubernetes not being used as a cross-platform cloud 
layer? One major limitation is data gravity. The cost of shifting organizational data around 
is enormous because of its size, complexity, and criticality — meaning that whatever 
advantages (cost, availability, technological) you have from moving platforms because of 
Kubernetes’ portability is often outweighed by the time and costs of moving the data. 

The growth of the multi-cloud approach to gain higher-order services is also a factor. As 
cloud providers continue to innovate, organizations will increasingly build containerized 
applications that leverage cloud services such as IoT, machine learning, and advanced 
analytics. The APIs for those services differ from cloud to cloud. Therefore, migrating a 
containerized workload between public clouds is only one part of the story. An organization 
would either need to rework the application for the new cloud provider’s APIs or make use 
of multiple clouds for a single application — and neither option is practice or cost-effective. 
That said, while workload portability is unlikely to materialize for these reasons, this does 
not undermine the value of Kubernetes as an IT framework.
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Four Elements of 
Compliant Kubernetes

Having clarified the big picture for building leading-edge 
services on Kubernetes, it is next critical to address security 
and compliance. ClearDATA understands that security and 
compliance are essential considerations; that without attention 
to them, no matter what the benefits of using containerized 
applications with Kubernetes, any healthcare organization would 
hesitate to move forward. This section explores Kubernetes and:

• Security
• Encryption – at transit and at rest
• Vulnerability scanning
• Continuous development.

As a multi-cloud healthcare-exclusive cloud provider to achieve 
HITRUST 9.1 certification, ClearDATA is leading the way with 
extensive expertise in the security and compliance needed 
to protect sensitive healthcare data, and has battle-tested 
perspectives on all these areas.

SECURITY

At ClearDATA, container security requires the adoption of 
consensus-driven or provider-endorsed operating system 
hardening. For organizations that simply want to do cloud 
computing, we provide hardened images that align with the 
Center for Internet Security (CIS) benchmarks. In the case of 
Google Kubernetes Engine, Google’s Container-optimized OS 
(COS) provides a superior foundation and ClearDATA requires its 
use for GKE customers. 

Why is this important for ClearDATA customers specifically? 
Unlike typical public clouds, ClearDATA’s Business Associate 
Agreement (BAA) extends into the compute layer. ClearDATA 
provides BAA coverage for responsibilities related to 
configuration and maintenance of the operating system running 
on compute instances. This additional coverage comes with 
requirements to use an approved hardened operating system  
like COS.

ClearDATA, the first 
multi-cloud healthcare-
exclusive cloud provider 
to achieve HITRUST 9.1 
certification, is leading 
the way in 

1. Security

2. Encryption

3. Vulnerability Scanning

4. Continuous 
Development

https://www.cisecurity.org/
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ClearDATA’s 
guidelines for 
deployment 
are specifically 
targeted at meeting 
obligations under 
regulations such 
as HIPAA, going 
beyond simply 
building SSL 
into containers, 
particularly when 
building clusters 
with the Google 
Kubernetes Engine 
(GKE). 

One of the values of being covered under the ClearDATA 
purposeful BAA is that it is negotiated to fit your specific 
needs. This broadened coverage includes shared obligations 
for responsibilities that would otherwise fall to the customer. 
For example, ClearDATA partners with its customers to 
define strategies for various processes like encryption, auto-
remediation, and operating system management, to then 
help enforce those strategies. These processes, along with 
ClearDATA’s vulnerability management, allows organizations to 
innovate more quickly in the cloud, scaling up and down with 
confidence. ClearDATA also has a co-investigation model around 
security incidents, which enables the customer to work together 
with ClearDATA promptly to investigate security incidents as 
quickly as possible.

ENCRYPTION

Healthcare organizations often need to meet obligations under 
HIPAA, GDPR and GxP security rules that require data containing 
protected health information (PHI) to be encrypted in transit and 
at rest. ClearDATA’s guidelines for deployment are specifically 
targeted at meeting obligations under HIPAA, going beyond 
simply building SSL into containers, particularly when building 
clusters with the Google Kubernetes Engine (GKE). Instead, 
ClearDATA covers and offers guidance on Istio, the open source 
service mesh that builds support for automated deployment of 
transport layer security (TLS) for container communication. 

With it, any containers on your Kubernetes cluster have encryption 
in transit to help your organization meet regulatory requirements. 
That’s a key differentiator of the ClearDATA approach to building 
infrastructure for healthcare organizations: unlike Google or 
any other cloud provider, ClearDATA is willing to state that if you 
implement these technologies, you are compliant.

Encryption at rest is a similar case. ClearDATA’s view of 
regulations requires encryption at rest. GKE encrypts all data at 
rest and the platform provides a rich set of features to meet this 
obligation.



ClearDATA 
can help 
organizations 
protect against 
malware and 
against viruses 
by utilizing 
any number 
of emerging 
security tools 
that provide 
something called 
vulnerability 
scanning. 
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Some organizations have additional requirements regarding 
encryption at rest around key management practices. The 
integration of cloud key management services (KMS) with many 
Google services helps make this requirement simpler and more 
beneficial. Today, if you want to use cloud storage but have 
regulatory concerns about needing to have access to the private 
key material, your organization can do things like use cloud KMS. 
You would have a private key that meets your considerations and 
you could take advantage of the service integration with cloud 
storage. You can transparently use cloud KMS to access your 
encrypted data. 

VULNERABILITY SCANNING

HIPAA obliges processors of PHI to have some sort of 
protection against malware and against viruses. Defining and 
implementing this protection becomes challenging when moving 
to containerized platforms. ClearDATA can help organizations 
meet this obligation by utilizing any number of emerging security 
tools that provide a solution called vulnerability scanning. These 
tools operate at a container level versus running an antivirus on 
an operating system.

Vulnerability scanning offers two forms of protection. First, 
there’s a static analysis component so that when a container 
image is deployed, the tools can look at the image and inventory 
the software in it and provide reporting to developers or security 
and compliance teams. Static analysis determines whether 
that operating system image includes any vulnerabilities or any 
serious concerns. One interesting thing about container images 
is that this kind of static analysis on operating systems software 
becomes much easier. For instance, you’re using a Debian 
based image, vulnerability scanning software understands the 
Debian package database format and can scan through that and 
pull out the versions. Your team can correlate those installed 
package versions with data feeds from the Debian security team. 
Automatically, if there is a security advisory that matches any of 
the versions that you have installed, the software can alert you 
to the problem and give your team the information it needs to 
address the issue. 



11

The second vulnerability scanning component is a type of 
run time evaluation, akin to a traditional virus scan. Different 
products have different capabilities. ClearDATA prefers using 
Twistlock™ because it has rules for examining whether a 
container is running in a fashion that meets your organization’s 
policies. If, for example, your organization doesn’t allow 
containers to run their processes as root, any containers found 
to not conform to this policy could be prevented from running. A 
second example: certain developers could be designated as non-
privileged users and have the software they develop run without 
certain privileges.

Vulnerability scanning can also include behavior analysis, or 
anomaly detection. The software can profile container activities 
over a period of time—what it’s talking to, what APIs it uses, 
etc. Approved behaviors can be enforced either manually 
or automatically. If a container goes outside the approved 
behaviors, your organization can identify the problem through 
alerts or simply block the container from running. 

In addition to vulnerability scanning, some organizations work 
with ClearDATA to organize penetration testing through a third-
party. ClearDATA sees penetration testing as an obligation for 
many healthcare organizations in order to look at security from 
multiple threat vectors, intelligently manage security weaknesses 
for prioritized resolution, reduce the risks of downtime, and meet 
regulatory requirements.

CONTINUOUS DEPLOYMENT

Containers lend themselves to continuous development. 
Containerization allows organizations to test and deploy easier, 
using the same binary artifact. For example, when a development 
team builds a Docker container, that container can be pushed 
to a repository and run in the test environment, which makes 
taking the container through QA easy because all containers 
are built on the same operating system image. When it’s time 
for an application to be promoted to production, the exact piece 
of software that was tested, and its environment, goes straight 
into production at scale. In a traditional virtualized environment, 
moving a workload through development may expose differences 
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in operating system patches and updates that result in 
unpredictable outcomes, since each virtual machine has its own 
separate operating system. 

Assuming this is the approach your development team uses - 
moving binary artifacts from development and test to QA, and 
then to production - then GKE and Kubernetes introduce many 
interesting future capabilities. Building better admission control 
into a cluster is one of these capabilities. As an example, your 
organization could introduce automated cluster admission 
validation processes that strengthen your chain of custody 
and eliminates manual steps. Instead of a situation where the 
container is required to be signed by a GPG key – which could 
only come from a process where a test passes any security 
examination – as a manual step, a cryptographic signature could 
be utilized; this cryptographic signature can be automatically 
identified and validated, with deployment being approved or 
refused based upon the outcome of that identification and 
validation. 

With better admission control, everyone knows that whatever 
is running in production on your cluster has been through 
all the deployment control procedures. Those procedures 
could enhance and strengthen security or change control. 
This emerging development is one that is very interesting to 
ClearDATA and reinforces the view that choosing Kubernetes lets 
healthcare organizations leverage ongoing innovation.

Conclusion

ClearDATA supports the compliance needs of a wide range 
of healthcare organizations—payers, providers, healthcare 
SaaS and pharma/life sciences alike—as they work through 
rearchitecting their infrastructure on the Google Cloud Platform, 
using Kubernetes. Kubernetes is a strong alternative to typical 
virtualization or cloud platforms and can be used to accelerate 
digital transformation. It offers compelling advantages and 
opportunities for organizations that wish to achieve agility 
and innovation at scale without compromising security and 
compliance. 
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ClearDATA is a strong proponent of Google’s efforts to enhance 
the relevance of containers to healthcare organizations. 
Containers enable a platform for innovation that can, with 
ClearDATA’s expertise, place compliance at its core. ClearDATA 
enables better protection of sensitive healthcare data by 
leveraging purpose-built compliance safeguards, devops 
automation, and healthcare expertise and has successfully 
helped organizations of all sizes solve their compliance issues 
so that they achieve a greater focus on their applications—and 
their users.

Contact us to learn more about how  
ClearDATA can help your organization  
harness the capabilities of GKE:  

   cleardata.com/contact-us

http://www.cleardata.com/contact-us/

