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ClearDATA Compliance & Security 

Monitoring Dashboard

With healthcare transformation moving at a rapid pace, 
compliance and security monitoring across the healthcare 
enterprise is a major HIT challenge.

Our Compliance and Security Dashboard simplifies 
adherence to administrative, physical and technical 
safeguards. Now gain continuous, at-a-glance transparency 
and actionable insights into your entire IT environment.

Our Dashboard is mapped directly to HIPAA and FDA 
guidelines. It can be enabled across cloud environments 
and easily monitor thousands of components, providing 
unique individual asset scorecards as well as a wide variety 
of additional reports and real-time status.

Continuously Monitor Adherence to HIPAA/FDA Safeguards

Key Scorecard Metrics & Features

Encryption Verification: Validate that your storage 
medium is successfully encrypted to ensure 
compliance for §164.312(a)(2)(iv)/FDA – 21 CFR Part 
11.30.

Login & Log Monitoring: Quickly identify and 
mitigate the risk of unauthorized system access 
to ensure compliance for §164.308(a)(5)(ii)(C) and 
§164.308(a)(1)(ii)(D)/FDA -- 21 CFR Part 11.10(g).

Log Retention: Securely retain, six-years of access 
logs with automated validation to ensure compliance 
for §164.312(b).

Patch Level Reporting: Receive notifications 
when new patches become available and quickly 
track previous updates to ensure compliance for 
§164.308(a)(1)(ii)(B)/FDA – 21 CFR Part 820.30(i).

Backup Validation: Monitor and validate backups 
to ensure they were successful. Receive real-time 
notications in the event of a failure to ensure 
compliance for §164.308(a)(7)(ii)(A) and  
§164.312(c)(1)/FDA -- 21 CFR Part 11.10 (e).

Compliance Trend Reports: Gain insight into 
improvement over time, as well areas that may need 
additional attention (compliance trend reports include 
individual assets as well as overall compliance).

Compliance and Security Dashboard
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Easily Demonstrate a Culture of Compliance

An audit can be a scary thing. What if last night’s backup failed? Are all patches 
current? The Compliance and Security Dashboard is a clear demonstration of your 
commitment to a culture of compliance. Best of all, you can now demonstrate this 
on your own, without spending extra time or money.

The Healthcare Managed Cloud Company

Our healthcare managed cloud platform aligns your technology environments 
with modern, secure cloud services. These services enable new capabilities, 
insights and scale that will help improve healthcare outcomes by supporting big 
data analytics, population health, coordinated care, collaborative research, and IT 
transformation. 

Information is at the heart of the healthcare revolution. As the Healthcare 
Managed Cloud Company, ClearDATA is powering the modern information engine 
that will allow providers, payers, pharmaceutical and medical product enterprise to 
lead that revolution.

Purposeful BAA

As healthcare security and compliance experts, we provide a purposeful BAA that 
ensures full coverage. You don’t need a separate BAA from Amazon.

Certified against the Common 
Security Framework (CSF) from 
the Health Information Trust 
Alliance (HITRUST) to address 
HIPAA compliance requirements. 
Encompasses PCI, ISO 27001/2, 
NIST, COBIT, CMS and others.

The ClearDATA Healthcare Exclusive Solutions Portfolio

• Security and Compliance 
Platform for AWS

• Enables PHI and Big Data 
Analytics Workloads

• Enhanced BAA Coverage

• Continuous Security & 
Compliance Monitoring

• Interactive Dashboard

• Mapped to HIPAA/FDA 
Guidelines

• Cloud-based Disaster 
Recovery, backup & 
archive

• Continuous Replication

• Secure Analytics Data 
Accumulation

• Assist with Meaningful 
Use Requirements

• Advise Best-Fit cloud 
technologies

• Develop Cloud Migration 
Roadmap

Dynamic Cloud
Platform for AWS

Active Compliance
& Security Monitoring

Professional &
Managed services

Disaster Recovery,
Backup & Archive

GMP Compliant 
Good Manufacturing Practice 
(GMP) is that part of quality 
assurance which ensures that 
the products are consistently 
manufactured and controlled 
to the quality standards 
appropriate to their intended 
use. GMP utilizes a set of 
principles and procedures 
which, when followed by 
manufacturers for therapeutic 
goods, helps ensure that the 
products manufacture will have 
the required quality. A basic 
tenet of GMP is that quality 
must be built into each stage 
of the infrastructure design 
process. GMP is regulated in 
the US by the FDA under the 
regulatory guidelines 21 CFR 
Part 11 and 820.

ClearDATA Enhanced Business Associate Agreement (BAA)


