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It’s Time to Get Serious About Data Security
Keynote Report: Health Information Executive’s Guide to Cyber Security 
Mark Hagland

Mac McMillan, one of the healthcare industry’s leading lights on data security, 
offered stern warnings and bold perspectives on Monday morning, October 
6, as the opening keynote speaker at the “Health Information Executive’s 
Guide to Cyber Security: A CHIME LEAD Forum Event in Collaboration 
with iHT2.” The event held on Oct. 6 at the Westin Arlington Gateway in 
Arlington, Va., was cosponsored by the Ann Arbor, Mich.-based College of 
Healthcare Information Management Executives (CHIME) and the Institute 
for Health Technology Transformation, or iHT2. (Since December 2013, iHT2 
has been in partnership with Healthcare Informatics, through parent com-
pany Vendome Group LLC.)

After an introductions by Russell P. Branzell, president and CEO of CHIME, 
McMillan, the president and CEO of CynergisTek, an Austin, Tex.-based 
consulting firm, and the current chair of the Privacy and Security Committee 
within the Chicago-based Healthcare Information and Management 
Systems Society (HIMSS), gave a passionate, sobering presentation on the 
extent of the current threats to healthcare data security in the U.S., warning 
his audience of healthcare CIOs and other senior IT executives that things 
are going to get worse before they get better in healthcare IT security.
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McMillan underscored in various ways the exploding set of threats facing 
healthcare organizations in the current operating environment, noting that 
while the healthcare industry was ranked by some as 15th or 16th in terms of 
data security risk several years ago because of the lack of electronic data 
storage 10 years ago, it is now seen as one of the most threatened U.S. in-
dustries, as up to 99 percent of patient data is now electronic.

MacMillan walked his audience through a list of serious cybersecurity inci-
dents in U.S. healthcare that have taken place this past year, including one 
incident involving 4 million medical records breached on four workstations; 
the loss by a physician of a laptop carrying psychiatric patient records; the 
accidental e-mailing of 10,000 patient records to 200 patients on the part 
of a neurologic institute; and a very sobering phishing-based conspiracy 
that involved the theft of $3 million from six academic medical center-based 
health systems.

In that last case, a group of extremely sophisticated criminals over a period 
of months infiltrated the human resources data processes of the academic 
medical center organizations, quietly scraping information from employees’ 
benefits renewal applications, and then using that information to assume 
identities within those organizations’ e-mail systems, and later intercepting 
any legitimate e-mails questioning what was going on. Ultimately, they were 
able to essential steal identities within those organizations, triggering a se-
ries of events. The hackers over time were able to divert portions of the 
electronic paychecks of the employees whose identities they had stolen, 
diverting those monies to a mule account, and from there to North Africa 
and then to Russia. These thefts took place over a three-month period and 
netted $3 million, in a shockingly successful theft of millions of dollars from 
the payroll systems of major patient care organizations in the U.S.
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More broadly, McMillan strongly urged his audience to think both broadly 
and deeply about what their organizations need to do going forward in a 
time of increasing data insecurity. Among his key points in that regard:

�	Data breaches are increasing steadily now, on two fronts: outsider 
hackers and other criminals, and internal sources, who include clini-
cians and administrative staff in hospitals and medical groups.

�	The cost of data security is going up, and part of the cause is the 
increasing cost of lawsuits against patient care organizations, which 
can multiply the initial data breach costs.

�	It is a huge mistake to “chase the device,” when it comes to mobility. 
Instead, what’s needed is a comprehensive strategy around where to 
allow the placement of data, one that leaves mobile devices secure.

�	In order to actually be successful in this area, the IT leaders of pa-
tient care organizations will need to develop sophisticated behav-
ioral modeling strategies, in order to spot those from within their 
organizations (doctors, nurses, administrative staff, etc.) who are 
engaging in these criminal activities. Simple audit trail work will no 
longer suffice.

�	New federal mandates around accounting for disclosure and mini-
mal necessary response will inevitably be forthcoming, but most 
likely not until after the 2016 presidential elections. Whatever the 
party of the president who is elected in 2016, some turnover of top 
political appointees will take place in 2016 and 2017, and the most 
likely timing of new federal mandates around data security will come 
after that, giving providers a bit of time to get caught up with cur-
rent mandates and build stronger security infrastructures.
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In the meantime, McMillan asserted that “Only about 60 percent of hos-
pitals and health systems have CISOs [chief information security offi-
cers], and of those, only about 50 percent have real CISOs”—individuals 
with the capabilities to meet the increasing demands of the emerging 
operating environment.

Still, McMillan said, he remains optimistic overall. He stated that he be-
lieves that the healthcare industry is about halfway through a 20-year 
journey of developing the people, process, and technological infrastruc-
ture needed to support the industry in terms of data security going into 
the future.

The Institute for Health Technology Transformation 

(iHT²) hosts a series of events which promote improve-

ments in the quality, safety, 

and efficiency of healthcare 

through information and in-

formation technology. Each 

iHT² event is designed to support multi-stakeholder 

organizations who are navigating through health IT is-

sues, policies and strategies in an attempt to improve 

care. Upcoming events will be held in Beverly Hills, 

Atlanta, and Houston. 

In Beverly Hills on November 5, ClearDATA Chief 

Privacy Officer, Chris Bowen will moderate a panel 

discussion titled “Eliminating the Barriers to Timely 

and Accurate Clinical Decisions.” 
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Report: Health IT Leaders Say Their 
Infrastructure Isn’t Prepared for Evolution 
of EHRs
Healthcare organizations expect big gains, but aren’t currently equipped 
to handle the technology 
Rajiv Leventhal

While many providers have implemented or plan to implement future care-
enabling  technologies (cloud, big data, mobile, and social) in the next two 
years, 96 percent of healthcare organizations say their infrastructure is not 
fully prepared for the evolution of their electronic health record (EHR) to-
day, according to a new report.

The report from MeriTalk, an online community for government and 
healthcare IT issues, and sponsored by the Hopkinton, Mass.-based EMC 
Corporation, included 151 hospital IT decision makers. The study explored 
how future care-enabling technologies are driving profound change and 
how deployment of these tools can help optimize EHRs for improved pa-
tient care coordination.

When asked how prepared their infrastructure is for the evolution of the 
EHR, just four percent of respondents stated that they are already pre-
pared—96 percent have more work to do. To optimize the EHR and ensure 
the infrastructure can support further growth, health IT leaders say they will 
enhance security systems (47 percent), improve application performance 
(38 percent), invest in cloud solutions (31 percent), and modernize backup 
and recovery solutions (31 percent).
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The report revealed that two-thirds of healthcare providers run EHR appli-
cations in the cloud, with the majority currently using private cloud models 
(49 percent), followed by hybrid and public clouds (35 percent).

Healthcare providers are also using big data and analytics in conjunction 
with their EHR, with 50 percent saying big data is helping them to reduce 
readmissions, and track and evaluate patient outcomes more effectively.   
Providers are also using big data to conduct cost/benefit analysis to reduce 
project risk (46 percent), manage clinical and IT staffing levels (38 percent), 
and prescribe preventative care (24 percent). 

Mobile and social technologies are also starting to make an impact on 
healthcare providers, according to the report.  Fifty-seven percent of health 
IT leaders say mobile has become an important tool in viewing real-time 
patient information as caregivers work toward making more informed pa-
tient care decisions. Additional mobile use cases include clinical notifica-
tions (46 percent), e-prescribing (41 percent), and patient communication 
and reminders (38 percent). Fifty-four percent of organizations are also us-
ing social in conjunction with their EHR to facilitate secure collaboration; 52 
percent are communicating with patients and sending medication/follow up 
reminders; and 31 percent are collecting data from wearable technology. 
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Health IT leaders expect 2015 IT spending to increase for all four areas—
cloud, big data, mobile, and social. As a result of these technology invest-
ments, U.S. hospitals expect to save billions in annual IT spending. By 2016, 
healthcare providers anticipate:

�	Big data can help them save 21 percent of their annual IT budget, or 
$7.2B

�	Cloud can help them save 20 percent of their annual IT budget, or 
$6.9B

�	Mobile can help them save 16 percent of their annual IT budget, or 
$5.5B

�	Social can help them save 11 percent of their annual IT budget, or 
$3.8B

FIFTy-SEvEn PERcEnT 
oF HEALTH IT LEADERS 
say mobile has become an 
important tool in viewing real-
time patient information as 
caregivers work toward making 
more informed patient care 
decisions.
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In the cloud, Image Sharing Made Easy
Rajiv Leventhal

When it comes to medical imaging, the days of CDs are behind us, as the 
most advanced organizations are implementing technology that will enable 
them to instantly view, share, and store medical images and associated re-
ports for patient care.

Undoubtedly, patients want fast, decisive care decisions, while clinicians 
need instant access to medical exams and images. And certainly, that need 
heightens in the face of trauma, as time is of the essence.

In Birmingham, Children’s of Alabama hospital serves as the state’s only 
pediatric trauma center and the only pediatric burn center in the Southeast. 
As everywhere, receiving medical images on CDs became very problematic 
at the hospital, as issues would constantly arise with formatting and dam-
aged discs, says Josh Pavlovec, PACS (picture archiving and communication 
system) administrator, at Children’s. “[Image] viewing had been an ongoing 
issue for us, as our workflow is complicated even more due to the fact that 
we don’t have 24/7 attending radiologist coverage,” Pavlovec says, noting 
that Children’s would often be dependent on radiology residents who would 
sometimes be down the street at the university hospital. “If we had a CD 
come in to be imported into our PACS for remote viewing, the disc had to 
be walked down the street to that resident. It caused a lot of heartache and 
patient care issues,” he says.
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After investigating different resolutions, Pavlovec and others decided on 
the Burlington, Mass.-based Nuance’s PowerShare Network, a cloud-based 
medical imaging network that enables providers and patients to coordinate 
care and share information across disparate health systems (Nuance recent-
ly announced that 3 billion images have been shared on its PowerShare 
Network). Prior to joining the network, Pavlovec says, providers were not 
able to easily share images and reports with nonaffiliated organizations, re-
sulting in inconsistent and delayed patient care, and added costs for unnec-
essary reimaging.

But now, he continues, it is extremely rare that Children’s gets images that 
it cannot import and view remotely. “It has evolved to the point where we 
will see images sometimes hours before the patient arrives. We’ll have it im-
ported in PACS before the patient comes through the door,” he says, adding 
that the ability to view it on the mobile app has even allowed physicians to 
see images on their phones when they’re at conferences. “Physicians love 
that they don’t have to deal with a CD anymore. The network takes their 
mind off of whether or not they can access an image—allowing them to fo-
cus on treating patients.”

At last count, notes Pavlovec, there are more than 80 facilities that Children’s 
has connected with that could push images to the hospital immediately, as 
well as several of its referral facilities and countless physicians that are set up 
on the network. “Our workflow structure has eight physicians that are part of 
our facility, and we give them full access to images on our cloud. It’s part of 
our Health Insurance Portability and Accountability Act (HIPAA) coverage, 
and can view anything as long as they log in securely,” he explains.
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Regarding data security, Pavlovec says that any device issued by the hospital 
to a staff member has built-in encryption or requires a passcode, even for 
email. “If you install our email on your personal device, it will require a log in. 
And that goes for the mobile app too. We trust the vendor and its security 
measures,” he says, adding that if an outside organization wants access to a 
patient’s images, once the method of contact—usually email—is secure and 
signed up, the images can be sent. “We receive a lot more [images] than 
we send out, but if we have a patient getting a procedure done or getting 
a second opinion in Salt Lake City, for example, we contact that physician, 
and we can share those images through this product within five minutes of 
getting the email address. And we police everything, such as if they could 
view only or view as well as copy, says Pavlovec.

Regarding patients’ ownership of their images, even though Stage 3 of 
meaningful use will require providers to be able to give a medical portfolio 
to caregivers and patients—including images—Children’s is not quite there. 
“Meaningful use was definitely a driver for our patient portal, and while 
viewing images on the portal is possible right now, the results of the scans 
are not involved yet,” Pavlovec says. However, he notes that is on the hori-
zon, in addition to moving to a vendor neutral archive (VNA) architecture, 
citing the desire to not be locked down to just one viewer.

>



Latest Developments on Cloud Computing and Security14

>

CU S TOM M E D I A

That said, since implementation of Nuance’s product, Pavlovec says the 
volume of CT scans has dropped considerably, and repeat scans—espe-
cially for trauma patients—have also been reduced significantly to the point 
where they are extremely rare. What’s more, previously, if a patient had a 
contrast material— needed for some CT scans to help highlight the areas of 
your body being examined—there would have to be a wait to do it again, 
which could increase the length of stay for the patient. “We’ve had numer-
ous instances when patients didn’t bring images with them, and if the scan 
couldn’t be repeated at the time of the visit, the patient would have to 
return for a repeated scan,” says Pavlovec. “We can now pull those images 
almost immediately and prevent the patient from having to return. It’s a sce-
nario that has happened many times, and it’s saved a lot of time,” he says.

Regarding data security, 
Pavlovec says that any device 
issued by the hospital to a 
staff member has buILT-In 
EncRyPTIon oR REquIRES A 
PASScoDE, EvEn FoR EMAIL. 


