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With an unavoidable mandate and entire businesses at stake,
healthcare providers are looking for better ways to conduct SRAs

and mitigate the risk of data breaches and losses
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Best Practices in HIPAA  
Security Risk Assessments

Executive healthcare technology leaders everywhere cringed when 
they heard about the data breach at Community Health Systems 
(CHS) in August 2014 that affected 4.5 million patients and is 
expected to cost the system $100 million by some estimates. 
The situation hit even closer to home than the widely publicized 
December 2013 Target Corp. incident that compromised 40 million 
credit and debit cards and the personal information of nearly 70 
million customers.

Data breaches are crippling to businesses, but are extra hard on 
healthcare organizations, considering the vast amount of sensitive 
information consumers trust them with. And healthcare entities are 
supposed to be the pinnacle of fidelity when it comes to  
sensitive information.

The key to avoiding an incident like Target’s or CHS’s is to regularly 
conduct security risk assessments, or SRAs. 

What’s At Stake?  
Your Entire Business
SRAs are designed to help protect against data breaches or loss. 
By conducting thorough assessments, healthcare providers and 
business associates can uncover potential weaknesses in their 
security policies, processes and systems, and remedy them before 
adverse security events occur.

Although conducting regular SRAs may seem onerous, the cost of 
failing to conduct them and remediate risks is exponential.

The Health Insurance Portability and Accountability Act (HIPAA) 
Privacy and Security Rules require organizations that handle health 
information to routinely review the administrative, physical and 
technical safeguards they have in place to protect the security 
of patient health information (PHI). SRAs are also mandatory for 



providers seeking payment through the Medicare and Medicaid 
EHR Incentive Program, commonly known as the Meaningful  
Use Program.

Penalties can include millions of dollars in fines, loss of patients, 
credit monitoring, lost productivity, civil and criminal investigations, 
and damage to institutional and professional reputations.

Financial penalties of non-compliance with HIPAA Privacy and 
Security Rules can cripple healthcare organizations. Penalties for 
each violation can reach up to $1.5 million.1 The Office for Civil 
Rights anticipates collecting $6.5 million in monetary settlements 
and penalties in 2014.2 And you can bet that many of those funds 
will be put toward even stronger enforcement.

Three states – California, Texas and Massachusetts – take 
enforcement even further. They conduct their own investigations 
and levy additional civil and criminal penalties and fines to medical 
practices that have not conducted appropriate audits or have 
medical privacy breaches.

In one of the biggest HIPAA data breaches to date, TRICARE 
Management Activity, a military healthcare provider reportedly  
lost backup tapes containing information including patient  
addresses, Social Security numbers, and clinical data from military  
beneficiaries’ electronic health records.3 The breach affected  
nearly 5 million individuals. The class action lawsuit sought  
$4.9 billion in settlement.

And don’t think for a second that insurance will cover it. Target said 
in a statement on Aug. 5, 2014, that of its estimated gross breach 
expenses of $236 million so far, only about $90 million will be 
covered by insurance.4

The Wall of Shame
Of course, the financial risks don’t end there. The cost of losing 
patients may even be greater. One recent survey found that 30 
percent of patients would change caregivers if their PHI were 
breached. A separate survey found 40 percent would.5 Losing a 
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1 http://www.hhs.gov/ocr/privacy/hipaa/
administrative/enforcementrule/
hitechenforcementifr.html

2 http://www.hhs.gov/ocr/office/about/ 
cj2014.pdf

3 http://www.healthcareitnews.com/
slideshow/slideshow-top-10-biggest-hipaa-
breaches-unitedstates

4 http://www.databreachtoday.com/hospital-
chain-breach-how-expensive-a-7252

5 http://www.esecurityplanet.com/network-
security/33-percent-of-consumers- 
would-change-retailersafter-a-data- 
breach.html

The Federal Players

Health and Human Services Office 

of the National Coordinator for 

Health Information Technology 

(ONC) – Coordinates nationwide 

efforts to exchange health information 

electronically.

Office for Civil Rights (OCR) –   

Enforces the HIPAA Privacy Rule, 

which protects individually identifiable 

health information; the HIPAA Security 

Rule, which sets national standards for 

the security of electronic protected 

health information; the HIPAA Breach 

Notification Rule, which requires covered 

entities and business associates to 

provide notification following a breach of 

unsecured protected health information; 

and the confidentiality provisions of 

the Patient Safety Rule, which protect 

identifiable information being used 

to analyze patient safety events and 

improve patient safety.



third or more of any client base is nearly impossible to rebuild, 
especially once public trust is eroded.

Reputation, the lifeblood of any healthcare organization, is at stake 
when privacy breaches occur. The Office for Civil Rights regularly 
updates a list of PHI breaches or losses on its website. The list is 
known to the healthcare industry as “The Wall of Shame,” and 
landing a spot there can lead to disastrous consequences for any 
healthcare entity.

Underfunded and Overwhelmed 
When it Comes to Security
Although SRAs are required, healthcare organizations often struggle 
with the task. Information technology staff at most healthcare 
entities are not security experts versed in establishing correct 
policies, procedures and systems for protecting PHI. Typically,  
they are technologists with expertise in areas such as software  
and networking.

Changes in trends and technology are further complicating the 
issue. IT virtualization, mobile computing, social media and offshore 
outsourcing have created several risk factors for securing and 
protecting electronic patient data. How can healthcare entities 
protect data if they are uncertain about where it resides?

With an unavoidable mandate and entire businesses at stake, 
healthcare providers are looking for better ways to conduct SRAs and 
mitigate the risk of data breaches and losses. There are essentially 
two options: doing it yourself and outsourcing to an expert.

DIY, and Why it Often Falls Short
Many organizations elect to conduct their SRAs internally. Although 
this may initially seem like the simplest route, a DIY approach 
quickly consumes significant time, labor and costs. The time and 
costs required may spur organizations to abandon their efforts once 
they discover the level of complexity and labor required. 6
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6 http://money.cnn.com/2014/08/20/
technology/security/hospitals-data/

According to CNN6, 90 percent of 

hospitals and clinics lose their patients’ 

data. They cannot keep up with hackers 

and are often weighed down by 

outdated technology. Executives find 

it difficult to put IT security top of mind 

because day-to-day business operations 

are overwhelming.



Staff conducting SRAs are often busy with other tasks. And their 
proximity to the organization’s daily routines regarding how it 
handles patient information increases the risk they’ll overlook 
critical security flaws. Not to mention, internal resources may be 
wary of pointing out IT deficiencies, because any weaknesses could 
reflect poorly on the organization and themselves.

The federal government offers resources to support the DIY 
approach. In March 2014, the ONC and OCR unveiled an SRA 
checklist and reporting tool. Organizations using the tool must 
download hundreds of questions, a time-consuming endeavor. They 
then must interpret them without the benefit of extensive security, 
legal or compliance expertise.

Other organizations offer SRA checklists. Although helpful, 
checklists are designed for guiding healthcare providers in small- to 
medium-sized offices rather than larger organizations. And while 
helpful for risk assessment, checklist tools do not supply actionable 
risk implementation and remediation steps.

Although these tools are capable of helping you create reports that 
can be supplied to auditors, completing a checklist does not ensure 
compliance. Organizations looking to avoid the scrutiny of OCR 
and lower their risk of expensive enforcement actions should take 
several measures, including conducting or updating a risk analysis 
and taking positive steps to remediate the findings.

Entrusting SRAs to Experts
With so much at stake, healthcare providers may be better off 
having a third-party expert conduct their SRA and remediate 
weaknesses before breaches or data loss occur.

Options for external assistance include:

• Contacting a regional extension center (REC) for assistance. 
RECs were set up to help providers navigate the EHR adoption 
process from vendor selection and workflow analysis to 
implementation and meaningful use. Many previously provided 
assistance in conducting SRAs. But funding for most RECs 
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7 http://ehrintelligence.com/2014/05/06/
himss-sustainability-top-of-mind-for-recs-
as-funding-dries-up/



has dried up. Many are scrambling to stay afloat7 and have 
abandoned their assistance for SRAs.

• Working with a third-party expert that can minimize staff time 
and business interruption. The firm should be skilled at both 
conducting assessments and mitigating risks in security policies, 
processes and systems. Look for a firm with experienced 
security consultants who know how to drive the process to 
meet deadlines and deliverables with predictable results. The 
firm should offer proven, repeatable processes and a structured 
tool kit.

SRA Best Practices: What to Expect
When choosing a partner to conduct your SRA, consider the 
organization’s expertise. Your healthcare organization has to be 
HIPAA compliant – your PHI security partner should be, too. The 
partner should protect patient records with the utmost care and be 
assessed by the same rules.

Find a partner that does not merely assess your privacy and security 
capabilities, but also has the skills to amplify them. Look for a 
partner with certifications from the International Association of 
Privacy Professionals such as CIPP/US, CIPT and CIPM – their privacy 
expertise is unparalleled. Look for providers who live the daily rigor 
of proactive security operations with CISSP-certified personnel.

Next, dig into vendors’ processes and procedures. In addition to 
inquiring about certifications, ensure that your third-party partner is 
healthcare-specific and keenly focused on healthcare compliance. 
The partner should know OCR audit protocols. Check to see if 
clients who have been audited have met or exceeded their  
audit requirements.

The SRA partner should work with leading healthcare law firms 
in support of clients’ breach notifications, remediation strategies 
and forensic discovery. Ask if they have HIPAA security and privacy 
subject matter expertise for both the primary entity and its  
business associates.
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Make sure the partner acts as an official business associate, subject 
to the same level of Security and Privacy Rule requirements of a 
covered entity. As a business associate, the partner must maintain 
the highest degree of HIPAA compliance and knowledge. It should 
be able to unequivocally deliver an SRA that meets all HIPAA and 
Meaningful Use requirements.

Be certain the partner you select offers exemplary processes, 
deliverables and follow-on remediation options. As a start, the SRA 
should include:

• Review of PHI inventory to determine where electronic and 
other data is located

• Examination of the three safeguards required by 45 CFS 
164.308 (a)(1) – administrative, physical and technical. (Be sure 
that organizational safeguards such as the Business Associate 
Agreement with last year’s Omnibus Rule changes, are also 
established, a facet that many assessment providers overlook)

• Assessment of current HIPAA security compliance operations 
including safeguards in place, as well as vulnerabilities and 
specific threats to safeguards

• Evaluation of existing security policies and procedures

Finally, the SRA partner should provide a comprehensive, 
auditready report with findings and recommendations that includes 
detailed vulnerabilities and remediation recommendations.

Business Associate Agreements: 
Omnibus Rule of 2013
“The HIPAA Rules generally require that covered entities 
and business associates enter into contracts with their 
business associates to ensure that the business associates 
will appropriately safeguard protected health information. 
A business associate may use or disclose protected health 
information only as permitted or required by its business 
associate contract or as required by law. A business associate is 
directly liable under the HIPAA Rules and subject to civil and, in 
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some cases, criminal penalties for making uses and disclosures 
of protected health information that are not authorized by its 
contract or required by law. A business associate also is directly 
liable and subject to civil penalties for failing to safeguard 
electronic protected health information in accordance with the 
HIPAA Security Rule.”

Remediation may include outsourcing disaster recovery, backup 
and restore processes, information hosting, and perimeter testing 
through a HIPAA-compliant, cloud-based infrastructure. With  
this option, both IT and security burdens are offloaded to  
seasoned experts.

Conclusion
Medical data security breaches can and do put healthcare 
organizations out of business, making security risk assessment a 
priority that cannot be ignored. Engaging with external security 
experts can help meet mandatory HIPAA and Meaningful Use 
requirements while easing internal burdens. For most healthcare 
organizations, offloading security and data management provides a 
tremendous opportunity. By outsourcing SRAs, healthcare providers 
can focus on their core competency –  providing superb care to 
patients. After all, data security and IT vulnerability responsibilities 
are better delegated to seasoned experts.
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For more information
1600 W. Broadway Road, Tempe AZ

(800) 804-6052

www.cleardata.com

About Us
ClearDATA is the nation’s fastest growing healthcare cloud computing company. 
More than 310,000 healthcare professionals rely on ClearDATA’s HIPAA compliant 
cloud computing HealthDATA platform and infrastructure to store, manage, protect 
and share their patient data and critical applications.


